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Document Overview

What is DIAMD?

The Digital Identity & Access Management Directory (DIAMD) is the identity and
access management platform for users of the Office of Justice Programs (OJP)
systems, including NamUs. DIAMD provides a secure environment where users
may request access to NamUs and maintain accounts protected with advanced
security features such as multi-factor authentication (MFA) and Single Sign-On
(SSO).

What is MFA?

Multi-Factor Authentication (MFA) is a security method that requires a user to enter
more than one form of verification to confirm their authentic identity. For example, in
addition to a correct password, a system that uses MFA could also ask the user to
enter a unique passcode that they receive via text or email.

What is SS0?

Single Sign-On (SSO) is an authentication process that allows users to access
multiple systems using only one set of login credentials. By offering an SSO solution
for the Office of Justice Programs (OJP) systems, DOJ reduces the number of login
and password combinations you need to remember.

NEED HELP?
For help with registration, password, and For help with other NamUs Inquiries,
other DIAMD related questions: including sponsorships, permissions

Please contact the OJP IT Service Desk at or case assistance:

(833) 872-5176 or via email at Visit the NamUs Contact Us page at
OJP.ITServiceDesk@usdoj.gov namus.nij.ojp.gov/contact

Hours of Operation: Monday - Friday, 8:30
AM -5:30 PM ET (Closed on weekends and
federal holidays)
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Section 1. New User Registration

This section provides step-by-step guidance to complete your DIAMD and NamUs
registration.

< Register in DIAMD
To begin, you’ll need a DIAMD account.

1. Navigate to namus.nij.ojp.gov/.

2. Clickthe Register button.

N0 m U S‘ In | Register | FAQs | ContactUs | <

Nationol Missing and Unidentified Persons System

3. Onthe NamUs Registration and Login page, select ]l am a new NamUs user, and |
do not have a DIAMD account.

NamuUs Registration and Login

NamUs Registration and Login have moved to DIAMD

© As of October 4, 2025, registered users are required to use a new platform to log in to NamUs.
The Digital Identity and Access Management Directory (DIAMD) is the Office of Justice Programs (QJP) identity provider, enabling enhanced security features for NamuUs
users. Click here  for more information.

1.1 am new or existing NamUs User, and | have a DIAMD Account (5]

To initiate a NamUs user registration or access your existing NamuUs account, click here to log in with DIAMD

2.1 am an existing NamUs User, but | need a DIAMD Account ©

If you were a NamUs registered user prior to the DIAMD transition, click here for instructions

3.1 am a new NamUs User, and | do not have a DIAMD Account =
To create a new DIAMD account and initiate your NamUs registration, click here

Ifyou are a USDO] employee or contractor, click here @ for instructions

Need Help?
Please refer to the NamUs Account Registration and Login User Guide.

If you need assistance, please visit the NamUs Contact Us page
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4. Next, you will be redirected to the DIAMD registration page. On this page, complete
all required fields and be sure to select the National Missing and Unidentified
Persons System (NamUs) from the list of application options. Once complete,

select Submit.

Office of Justice Programs (OJP) Account Registration

Your Information

Email Address *

Confirm Email Address *

First Name *

John

Last Name *

Application *

National Missing and Unidentified Persons System (NamUs,

ez

5. After submitting, you’ll see a confirmation message that your registration request
was received. You’ll receive an email confirming your account creation from

DIAMD-NoReply@usdoj.gov.

assistance or have
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6. Openthe DIAMD Welcome Email. In the email, select the link labeled ‘here’ to
create your password.

THE UNITED STATES

DEPARTMENTJ/)_]USTI CE

John Smith,

An account has been created for you to access the following Office of Justice Programs (OJP), US
Department of Justice (DOJ) system(s):

- Public Safety Officers’ Benefits System (PSOB)

To access your account please click here and set your password. The activation link will expire in 72
hour(s).

If you have difficulties setting up athctor Authentication (MFA) method using a2 mobile device,
please contact Service Desk using the contact information below.

7. Enteryour new password, re-enter it to confirm, and select a security question
for password recovery. While optional, we recommend adding a phone number to
help with password resets or unlocking your account. Select Create My Account.

Welcome to Office of Justice Programs, US Department of
Justice (Test), Test2!
Create your Office of Justice Programs, US Department of Justice (Test)
account

[ ~]

Repest new password

e Choose a forgot passwerd question

[¥hat is the food you lesst lied as a chikd? v

Answer

[reond |

0 Add 3 phone number for reseting your password or unlocking your
sccount using SMS <

» Creete My Account

If you choose to add a phone number for password reset, refer to “Setup Forgot Password
Text Message”in Section 2.
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8. You are now ready to set up MFA. From the list of authentication methods, select
the ones you prefer. Each time you select a factor, click Set Up.

@ =

For guidance on setting up MFA, refer to “Setup Multi-Factor Authentication” in Section 2.

9. You will be redirected to the DIAMD Dashboard. On this page, locate the NamUs
application tile and click it to access NamUs. The NamUs tile is a shortcut that
directly leads you to the NamUSs registration and access page.

@‘------wu Sricn Q, Search your apps John -
- R N Office of Justice Prog...

Dashboard < My Apps e

A My Apps @ OJP Apps

QJP Apps

Add section ® NUIT]US ’
-

A Notifications 2

@ Add section
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< NamUs Registration

10. On the NamUs Registration form, select public or professional user then click on
Begin Registration. Complete the NamUs Registration process.

NamuUs Registration

User Registration

et your vrer type
@ s vier

\/ Professoral User

10 Registering a3 o Professianal User mll require criminal justice agency opprovel

Public User include family members of missing persons, vicim advocates. media representatives. and cther members of the general public who are regrtered users of the
Namis system. Registering as 3 Public User alows one access to enter new Missing person Cases or contribute relevant information to Namis staff, which wil be vetted with the
VSTIZAING agency Prior 10 PUbCALION In e System, a5 well 35 Provides the User With Derission 10 view and 5earch NON-Sensitive INfOmaton in Namis.

User nchude | wert officers. medical examiners. coroners, missing person clearinghouse personned. and other alled professionals. Professional User
PERSIAMION NEQUINES SHBALON TrOm 3 Crmingl JUStice JBEncy. A0 ONCE VETTAd. The User will Be Grantd NeEhenad Permasions wiEnin The NamUs System 35 Jopropnate: to

Sess secure information. Manage agendy Cases. and network with other criminal justice professionals.
—

11.The Privacy Policy will appear. Check the box labeled | agree to the NamUs
Privacy Policy and Terms of Use. Select Register.

NamUs Registration

o o o O

Wecome e intormatan Comtact wharmaton Privacy Poicy wnd Terms

Accept the Privacy Policy and Terms of Use

The National Missing and Unidentified Persons System (Namus) is a central réposRory for information related to missing, unidentifiad, and unclaimad parsons a
throughout the United States. NamUs is 2 free online system that can be searched by ariminal justice agendies and members of the general public in hopes of '
resolving their cases.

I. Privacy Policy

Here Is how we handle information about your visit to our Web site:
A. Information Collected and Stored Automatically
If you visit our site to read or download information. we may collect and store the following information about your visit:

The neme of the Internet domain (for example. “xcompeny.com” If you use @ Private INternet scCess scCount, or yourschooledy” If you are connecuing from o university's domain)
and the IP address (s number that i automatically assgred Lo your COMputer when you are using the internet) from which you sccess our site.

-l P
— - | g

v
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12. Success! The Registration Complete window will appear. Click Continue.

@ Registration Complete

By logging in, | agree to the following terms and conditions: You are accessing a U.S. Government information
system, which includes: (1) this computer. (2) this computer network. (3) all computers connected to this network. and (4)
all devices and storage media attached to this network or to a computer on this network. The use of this system is
restricted to authorized users. Unauthorized access, use, or modification of this U.S. Government computer system, or of
the data contained herein or in transit to/from this system, constitutes a violation of 18 U.S.C. § 1030. This system is
monitored to ensure proper performance of applicable security features and procedures. Such monitoring may resuit in
the acquisition, recording. and analysis of data being communicated, transmitted, processed, or stored in this system by
a user. In particular. we monitor the identity of all who access this system, as well as the date and time of their access. In
addition, we review all user-submitted information and data. Unauthorized or improper use of this system may result in
administrative disciplinary action, as well as civil and criminal penalties.

Privacy Act Statement

13. Your NamUs “My Dashboard” will be displayed.

My Dashboard

Fatty

LT

g P o
Quick Learch

g B
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Section 2. DIAMD Troubleshooting

This section provides step-by-step guidance for common troubleshooting related to
DIAMD. If you still have questions or need additional assistance, please contact the OJP IT
Service Desk at (833) 872-5176 or via email at OJP.ITServiceDesk@usdoj.gov.

< Setup Forgot Password Text Message
1. Select Add Phone Number.

Repest new passmord

2. Choose the County/Region, enter your phone nhumber, then select Send Code.

Forgot Password Text Message x

Country/Region 1 ~1

Phone number I I

country code prefix

‘ Send Code
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3. Youwill be redirected to a page where you can enter the code sent to your mobile
device. Enter the code and select Verify.

Forgot Password Text Message 'Y

Frercode : s -

4. A green checkmark will confirm that your phone number was successfully verified.

Select Done.

Enter code Verify

Click Done to finis|

5. You will be redirected to the previous page. A green checkmark will confirm
completion.

0 Add a phone number for resetting your password or unlocking your
account using SMS o

- n Humber successhly verifiedt

Create My Account

10
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< Setup SMS Multi-Factor Authentication

The following instructions will focus on SMS Authentication as a 2" factor.

1. Under SMS Authentication, select Setup.

Set up multifactor authentication

® Security Ky or Biometric
Authenticator

™ Google Authenticator

@) SVsAuthentication

‘ Setup
5 Voice Call Authentication
Use a phor

<

phone to authenticate b
Setup

Email Auther

2. Choose the country, enter your phone nhumber, then select Send code.

)

Receive a code via SMS to authenticate

United States v

T -

Phone number

Back to factor list

11
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3. Acode will be sent to your mobile device. Enter your code, then select Verify.

DEPA RTMPNT‘{’JU.\‘I‘I(ZI-‘

Receive a code via SMS to authenticate
United States

Phone number

Enter Code

I |
-

Back to facto

4. You have successfully enrolled in SMS Authentication
confirm enrollment. Select Finish.

. A green checkmark will

SELNITAD STATRS
DEPARTMENT o JUSTICE

Set up multifactor authentication

Enrolled factors

€ ' SMS Authentication (]

Finish

12
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< Password Reset

1. Navigate your browser to the DIAMD home page: https://diamd-auth.usdoj.gov

2. Clickon‘Need help signing in?’.

THE UNITED STATES
DEPARTMENT o/~ JUSTICE

Signin

Email Address

Remember me

Need help signing in?

3. Click on ‘Forgot Password?’.

& THE UNITED STATES
{ DEPARTMENT o/~ JUSTICE
N a

SignIn

Email Address

| Remember me

Need help signing in?

Forgot Password?

13
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4. Enter your email address and choose a method to reset your password.

Reset Password via SMS

a) Enter your email address and choose a Reset via SMS.

WE UNITED STATES
B DEPARTM HN‘]'_/’]US'I‘I('.I-.‘

Reset Password

Email Address

Reset via SMS

Reset via Email

WE ENITED STATES
DEPARTMENT o/” JUSTICE

Reset Password

Email Address

SMS or Voice Call can only be used if a mobile
phone number has been configured

Reset via SMS

Reset via Voice Call

Reset via Email

Back to sign in

14
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b) Answer Forgotten Password Challenge question, then select Reset Password.

& WE UNITED STaTRS
) DEPARTMENT o/ JUSTICE
- -

Answer Forgotten Password Challenge

What is the food you least liked as a child?

[] Show

Reset Password

Back to sign in

c) Create new password, re-enter it to confirm, then select Reset Password.

& ME UNITED STATR s
L J} DEPARTMENT /’jUbTI(:H
- “

Reset your Office of Justice Programs, US
Department of Justice (Test) password

Password requirements

At least 16 characters

No parts of your username
» Does not include your first name

Does not include your last name

Your password cannot be any of your last
24 passwords

« At least 1 day(s) must have elapsed since
you last changed your password

New password

Repeat password

»

Back to signin

15
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d) A code will be sent to your mobile device. Enter code, then select Verify.

& WE ENITED STATES
] ; - ) —_—
I)I‘.PARIMHNl(o// JUSTICE

SMS Authentication

(+#1 XXX-XXX-XXXX)

Enter Code

Back to signin

e) Success! Your DIAMD Dashboard is displayed.

Dashboard

# My Apps
QJF Apps
Add section

A NMotifications 2

@ T

Q, Search your apps

My Apps

(® OJP Apps

NamUs

@ Add section

Office of Justice Prog...

~

16
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Reset Password via Email

a) Enter your email address and choose a Reset via Email.

WE UNITED STATES
DEPARTMEN I',f’jlf.\'l'l(:l‘f

Reset Password

Email Address

SMS or Voice Call can only

ed if a mobile

phone number has been c

Reset via SMS

Reset via Voice Call

Reset via Email

Back tosignin

b) Email Sent! An email will be sent to the email address you entered in the previous

step.

HE UNITRD STATES
l)EPARTMHN'I_ijUSTI(ZH

Email sent!

Email has been sent to
youremail@email

th instructions on

resetting your password

c) Checkyour emailinbox for a message from DIAMD (DIAMD-NoReply@usdoj.gov).
In that email, click Reset Password.

Hi [Vour Name],

THE UNITED STATES

You are receiving this email because you have requested to reset password for your online Department of Justice (DOJ) account. You
may reset your password only once in 24 hours.

Click this link below 1o reset your password:

- Resat Password

DEPARTMENIf’JUSTICE

17
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d) Complete the password challenge question, then select Reset Password.

e) You can now reset your password. Enter your new password, repeat new

ME UNITED STATES
DEPARTMENT o~ JUSTICE

Answer Forgotten Password Challenge

What is the food you least liked as a child?

| |

Show

Reset Password

Back to signin

password, and click on Reset Password.

WE UNITED STATES
DEPARTMENT 4/~ JUSTICE

Reset your Office of Justice Programs, US
Department of Justice (Test) password

Password requirements:

* At |east 16 characters

* No parts of your username

+ Does not include your first name

* Does not include your last name

* Your password cannoct be any of your last
24 passwords

At least 1 day(s) must have elapsed since

you last changed your password

.

New password

Repeat password

Reset Password

18
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f)

Click on Send me the code to have a code sent to your email.

WE ENITED STATES
DEPARTMENT o JUSTICE

4

Verify with Email Authentication

Send a verification code to e..4@gmail.com

» Send me the code

Back to sign in

19
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g) A one-time verification code will be sent to your email.

THE UNITED STATES

DEPARTM ENTF/JJUSTI CE

Hi[Your Name],

You are receiving this email because you have requested a one-time verification code to authenticate your account. Please enter this
code into the appropriate field online and select the “Verify” button and follow the prompts to login to your account.

Your one-time verification code is:

550763

This code will expire in 15 minutes. Please enter the code in the appropriate field on the sign-in page as socn as possible.

h) Returnto the DIAMD screen, enter the code, and select Verify.

& HE UNITED STATES
L DEPARTMENT o/ JUSTICE
i ‘

Verify with Email Authentication

A verification code was sent to
e..4@gmail.com. Check your email and enter
the code below.

Verification code

Back to sign in

20
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< Unlock DIAMD Account

a) Navigate your browser to the DIAMD home page: https://diamd-auth.usdoj.gov

b) Click ‘Need help signhingin’.

ME ENITED STATRS
X DEPARTMENT o/~ JUSTICE

Signin

Email Address

c) Select ‘Unlock Account?’.

Email Address

WE LNITED STATES
: DEPARTMENT o JUSTICE

SignIn

21
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d) Enter your email address and choose a method to reset your password.

WE CNITRD STATES
DEPARTMENT o JUSTICE

Unlock account

Email Address

SMS or Voice Call can only be used if a mobile
phone number has been configured.
Send SMS

Voice Call

Send Email

Back to sign in

Unlock DIAMD Account via SMS

a) Ifyouraccountis locked after multiple failed login attempts, DIAMD will send an
email (DIAMD-NoReply@usdoj.gov) with instructions to unlock your account.
Open the message and click Unlock Account.

Hi John Doe,

You are receiving this email because your online Department of Justice (DOJ) account has been locked due to too many failed login
attempts. Your account will be automatically unlocked in 30 minutes.

Click the link below to unlock your account immediately:

# Unlock Account

If you need assistance accessing your account, please contact DOJ Support as described below.

22
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b) Enter your email address then select Send SMS.

c) Acode will be sent to your mobile device. Enter the code then select Verify.

!& WE LNITED STATRS
DEPARTMENT of” JUSTICE
o

Unlock account

Email Address

SMS or Voice Call can only be used if a mobile

phone number has been configured

Send SMS

Voice Call

Send Email

Back to signin

Enter verification code sent via SMS

Enter Code
] L a na
Backto S

23
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d) Answer your security question then select Unlock Account.

WE ENITED STATES
DEPARTMEN l{:/’}ll)lll:l‘.

Answer Unlock Account Challenge

What is the food you least liked as a child?
L |

Show

- Unlock Account

Back to sign in

e) Success! Account Successfully unlocked, select Back to signin.

& ME UNITED STATES
L 4 I)I-ZFAR'IM!!N'l"_-/’jUSTlCl'I
- B

Account successfully unlocked!

You can log in using your existing username
and password

o

24
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Unlock DIAMD Account via Email

a) Ifyouraccountis locked after multiple failed login attempts, DIAMD will send an
email (DIAMD-NoReply@usdoj.gov) with instructions to unlock your account.
Open the message and click Unlock Account.

Hi John Doe,

You are receiving this email because your online Department of Justice (DOJ) account has been locked due to too many failed login
attempts. Your account will be automatically unlocked in 30 minutes.

Click the link below to unlock your account immediately:

- HT

If you need assistance accessing your account, please contact DOJ Support as described below.

b) Enter your email address then select Send Email.

Unlock account

Email Address

SMS or Voice Call can only be used if a mobile
phone number has been configured

Send SMS

Voice Call

Send Email

Back to sign in

c¢) Email Sent! An email will be sent your email address.

ME UNITED STATE s
% DEPARTMHNTJ/']L‘STI(!H

Email sent!

Email has been sent to
youremail@email.com
resett

th instructions on

J your password.

25
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d) You willreceive an email with a link to unlock your account. Open the message and
click Unlock Account.

Hi John Doe,
You are receiving this email because you have requested to unlock your online Department of Justice (DOJ) account.

Click the link below to unlock your account:

- Unlock Account

If you need assistance accessing your account, please contact DOJ Support as described below.

e) Answer Forgotten Password Challenge question, then select Reset Password.

& WE UCNITED STATES
9 ] l)H!’AR'I'MEN'['_y”)USTlCH
- e

Answer Forgotten Password Challenge

What is the food you least liked as a child?

[] show

Back to signin

f) Success! Account Successfully unlocked, select Back to signin.

& WE ENITED STATES
\ 4 IIEPAR'I'MHN'I"/’jUSTICE
- €

Account successfully unlocked!

You can log in using your existing username
and password

o

26
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< Change Name in DIAMD
1. Navigate your browser to the DIAMD home page: https://diamd-auth.usdoj.gov.

2. Authenticate via DIAMD Login.

3. Your DIAMD Dashboard will be displayed. In the top-right corner, click your name
to open a dropdown menu. Select Settings.

@""“"';“"“""" Q. Search your apps Office of Justice Prog... ﬁ
a
Dashboard ¢ My Apps
A My Apps ® 0JP Apps —
OJP Apps s Preferences
Recent Activity
Add section )
NamUs ' Sign out
A Notifications 2
@ Add section
4. Under Personal Information, select Edit.
@ DEPARTMENT o JUSTICE Q_ Search your apps
<
Dashboard Account
#A My Apps
4. Personal Information Edit
OJP Apps
Add section ] First name John
A Notifications 2 Last name Wayne
Okta username Waynej@email.com
Primary email Waynej@email.com
Primary phone
Mobile phone
Primary Phone
Extension

27
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5. Change your First and/or Last Name, then click Save.

®mm‘m?n¢}kim. Q, Search your apps
<
Dashboard Account
A My Apps
A Personal Information Cancel

QJP Apps

Add section @® First name I I
A Notifications 2 Last name [ I

Okta username Waynej@email.com

Primary email Waynej@email.com

Primary phone
Mobile phone

Primary Phone Extension

‘ Save

28



	Document Overview
	Section 1. New User Registration
	 Register in DIAMD
	 NamUs Registration

	Section 2. DIAMD Troubleshooting
	 Setup Forgot Password Text Message
	 Setup SMS Multi-Factor Authentication
	 Password Reset
	Reset Password via SMS
	Reset Password via Email

	 Unlock DIAMD Account
	Unlock DIAMD Account via SMS
	Unlock DIAMD Account via Email

	 Change Name in DIAMD


	Blank Page



